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Abstract

This study assesses factors that affect Internet piracy among college students. Specifically, the study
asks the question: Are social learning theories predictive of piracy behaviors? Data used in this study
were collected from 587 undergraduate college students enrolled in two higher education institutions.
Path analysis as part of structural equation modeling (SEM) is used to test several models for different
types of Internet piracy. The results show that variables from social learning theories, such as peer
involvement and parental support, are strongly related to Internet piracy. Using three differing types of
Internet-based digital piracy, the differences and similarities in findings will be compared. Implications
for future research and potentially more effective prevention strategies are also discussed.
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Introduction

When one thinks of crime, violent street crime typically comes to mind. In more
recent years, white collar crimes, environmental crimes, identity theft, and other crimes
previously considered less important have at least shared the spotlight of America’s interest
with violent crime. Yet, the growing threat of digital piracy is still often overlooked by
the general population. Though digital piracy is resulting in billions of dollars in losses
each year, it is given little more consideration than jaywalking by most people. The
effectiveness of efforts to combat this crime could be greatly enhanced if we simply knew
which factors cause individuals to engage in electronic copyright piracy.

This study assesses factors that potentially affect digital piracy among college students.
Specifically, this study asks the question: Are social learning theories predictive of piracy
behaviors? The importance of studying piracy has often been ignored in empirical studies.
In 2005, copyright piracy in the United States software industry alone accounted for $6.8
billion in revenue lost (Business Software Alliance, 2006). Estimated losses in wages and
tax revenue reflect similar importance. The music industry faces dire piracy problems as
well. In 2004, the total amount of estimated sales for pirated music worldwide was $4.6
billion (International Federation of the Phonographic Industry, 2005). Moreover, this
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figure does not include the vast number of illegal files exchanged over the Internet
without cost via peer-to-peer (P2P) file sharing programs. The total number of media files
transferred through these programs has reached approximately 27.6 billion annually
(House of Representatives, 2004a). Though the legality of such files cannot be ascertained
due to the private nature of the exchanges, a large portion of the transfers is nonetheless
illegitimate.

The violation of law and loss of potential revenue to “big business” are not, in and of
themselves, considered harmful by the average citizen. The impact of digital piracy,
however, still has a severe impact. First, governments worldwide are already spending
millions of dollars to combat copyright piracy. These attempts often specifically outline
goals consistent with deterrence-based law enforcement (e.g., House of Representatives,
2004a). Empirical evidence of the antecedents of digital piracy would undoubtedly assist in
these efforts. Furthermore, tax revenue would increase if sales and the industry’s taxable
profits likewise increase. One study indicated that a ten percent decrease in the piracy rate
would increase tax revenue by an estimated $21 billion in the United States alone (IDC,
2005).

Though using the word piracy to describe certain copyright violations has existed for
over centuries, it is a relatively new concept as a widespread phenomenon. With the
digital revolution came a new form of theft, digital piracy, which is unauthorized and
illegal digital reproduction of intellectual property. Given its recent conception, few
studies have addressed the causes of digital piracy and fewer still explicitly use a
criminological theory as a foundation for research. The recent advancement of fast, easily
accessible forms of electronic piracy has quickly outdated many of the few studies that
have addressed this topic. More specifically, the rapid increase in popularity of P2P file
sharing software since 1999 has dramatically increased the accessibility of music and video
files. Presently, the average individual with minimal experience and broadband Internet
access, which 1s common on virtually all college campuses, can download a music file in
under a minute (Cooper & Harrison, 2001).

In light of this recent, rapid increase in accessibility, piracy has become more
widespread than it ever has been. The technological access provided to college students
and prevalence of piracy at universities is well documented and often the target of
government actions (Cooper & Harrison, 2001; House of Representatives, 2004b). Using
survey data from college students from two mid-Atlantic higher learning institutions, this
study will empirically test whether variables derived from social learning theories affect
digital Internet-based piracy among college students. More effective prevention strategies
or the elimination of actions not consistent with the theoretical findings are some of the
potential implications.

Social Learning Theories of Digital Piracy
Differential association (Sutherland & Cressey, 1960), one of the first social learning
theories specifically developed to explain crime, views crime as a product of social
interaction. Crime, according to this theory, is learned and criminal actions are the end
result of an individual’s exposure to an excess of definitions favorable to the violation of
law. Definitions include the motives, attitudes (rationalizations), and techniques (ability)
that permit an individual to commit a crime, all of which are learned through association
with others. According to the theory, the most powerful definitions come from intimate
primary groups, such as family members and friends/peers. Secondary groups, such as
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government officials, entertainment industry representatives, university policies, and
campaigns against piracy, generate less powerful definitions.

Modern social learning theories (Akers, 1985; Akers, 1998; Akers et al, 1979;
Burgess & Akers, 1966) describe the social learning process in greater detail. Specifically,
the social learning process is described as containing multiple concepts. The principle
concepts of social learning include differential association, definitions, and differential
reinforcement (Akers, 1985; Akers, 1998). The concept of differential association has
remained quite similar to Sutherland’s (Sutherland & Cressey, 1960) original description.
Accordingly, differential association is the process by which people are exposed to
normative definitions favorable or unfavorable to the violation of law. More specifically,
this process usually involves direct contact with individuals engaging in deviant or criminal
behaviors. Normative aspects such as moral approval or the absence of disapproval of
deviant or criminal behavior, however, is also part of this process. Thus, the concept of
differential association comprises both behavioral and attitudinal support for deviant or
criminal acts.

In empirical studies of digital piracy, differential association has found some support
relating to software piracy. Skinner and Fream (1997) tested difterential association and
found family and peer involvement to be predictive of piracy. These results, however, are
quite dated and limited to only one distinct type of piracy. One other study from the pre-
P2P era concluded that “social factors,” which was defined as “norms, roles, and values at
the societal level that influences an individual’s intentions to pirate software” (Limayem,
Khalifa, & Chin, 1999, p. 125), were similarly related software piracy. The exact measure
for this variable is unspecified, but implied to be peer activity and support of piracy. This
study, however, was limited to business undergraduates at a Canadian university, so its
generalizablility to the U.S., where piracy rates are significantly lower (Business Software
Alliance, 2006), is questionable.

More recently, several studies by Higgins and colleagues have found additional support
for difterential association. Four of these studies (Higgins & Makin, 2004a; Higgins &
Makin, 2004b; Higgins, 2005; Higgins & Wilson, 2006) included peer activity, measured
using a six-item scale, and found statistical significance. In these studies, the behavior of
study was again strictly limited to illegally copied software. All of these studies utilized
various scenarios from a previous study (Shore, et al., 2001) to describe the behavior to
participants. One of the studies (Higgins & Makin, 2004b), however, used a shareware-
based scenario in which an individual is asked to send a registration fee to the author, but
is not explicitly required to do so by law. Though scenarios about computer ethics are not
uninteresting, they do not necessarily measure actual engagement in illegal activities rather
than a more abstract willingness to do so. Despite this limitation, these studies indicated
that differential association may be an antecedent of digital piracy.

The second concept of social learning theory is that of definitions. According to the
theories (Akers, 1985; Akers, 1998; Akers et al, 1979; Burgess & Akers, 1966; Sutherland
& Cressey, 1960), definitions represent a variety of attitudes or meanings by an individual
toward a specific behavior. These can include rationalizations for deviant or criminal acts,
a general orientation toward the behavior, or an overarching moral evaluation of the
behavior. In other words, definitions form the general moral belief that one has or that
pertains to a specific act. Definitions, not being an innate part of an individual, are learned
through the differential association process. Thus, definitions are both an outcome of
differential association and an influence over behavior.
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Similar to differential association, definitions have also received empirical support as
being relating to digital piracy. Moreover, studies have shown such a relationship holds
true when definitions are operationalized as general moral beliefs toward piracy (Higgins,
2005; Higgins et al, 2005; Higgins & Wilson, 2006; Limayem et al, 1999), specific
rationalizations for pirating behaviors (Higgins & Wilson, 2006; Skinner & Fream, 1997),
and specific beliefs about crimes unrelated to piracy (Gopal, Sanders, Bhattacharjee,
Agrawal, & Wagner, 2004). The relationship between differential association and
definitions in the area of digital piracy, however, remains untested.

Another key concept of social learning theory is differential reinforcement. According
to the theories (Akers, 1985; Akers, 1998; Akers et al, 1979; Burgess & Akers, 1966;
Sutherland & Cressey, 1960), differential reinforcement refers to the anticipated rewards or
punishments for a specific act or behavior. These hypothetical consequences serve to
encourage or inhibit the likelihood of an individual engaging in deviant behavior. This
concept is actually quite similar to that of deterrence (Beccaria, 1764/1985), especially
when more recent rational choice theories (e.g., Cornish & Clarke, 1986) are considered.
These views similarly predict that perceived certain and severe punishment is likely to
prevent a person from engaging in a criminal behavior. Differential reinforcement can
include informal rewards and punishments beyond the criminal justice system, such as a
negative reaction by friends or family. In the case of piracy, however, such informal
reactions seem unlikely given the low severity ascribed to the crime of piracy and the
overall prevalence of digital piracy. It is unlikely that there is much variation in positive
reinforcement, as pirating for personal use does not involve rewards beyond getting the
sought item without cost.

Differential reinforcement has not often been tested in relation to digital piracy. In fact,
the Skinner and Fream (1997) study was the only criminological test to explicitly relate
the concept to a form of piracy. The results of the study noted only non-significant
relationships between differential reinforcement variables and software piracy. This
finding, however, is not entirely applicable to modern piracy. First, the vast changes in
technology and subsequent increase in piracy over the last ten years would in and of
themselves demand additional consideration before rejecting deterrence altogether.
Second, the study defined the act being investigated as “knowingly used, made, or gave to
another person a ‘pirated’ copy of commercially sold commercially sold computer
software” (p. 504). Thus, piracy in this study was strictly limited to the sharing or copying
of software among peers. This variation of piracy occurs in a setting even more private
than Internet-based digital piracy and could easily result in different perceptions of
punishment. Additionally, it was unclear whether “pirated” was defined to the
participants.

Though theories of general deterrence and differential reinforcement are clearly
different in many vital aspects, the operationalization process in studies of digital piracy has
resulted in both theories being tested through measures of punishment severity and
certainty. Thus, while deterrence is not interchangeable with differential reinforcement,
the research applying these concepts to piracy is not unrelated. Unfortunately, despite an
interest in applying deterrence to digital piracy (Sherizan, 1995), only one such study
exists. In a test of software piracy (Higgins, Wilson, & Fell, 2005), empirical support for a
link between deterrence and piracy was found for punishment certainty, but not severity.
Similar to the Skinner and Fream (1997) study, Higgins and colleagues measured
punishment and likelihood of pirating in terms of sharing a physical copy of software. As

57

© 2008 International Journal of Criminal Justice Sciences. All rights reserved. Under a creative Attribution-N ial-Share Alike 2.5 India License



Whitney D. Gunter — Piracy On The High Speeds

before, the private setting of in-person sharing radically changes the “chances of being
caught” and will likely alter the potential offender’s perceptions as well (Higgins, Wilson,
& Fell, 2005, p. 173).

The Present Study

Using social learning theory, this study will investigate three hypotheses. First, given
that social learning theory predicts that imitation is the result of differential association,
belief, and differential reinforcement (Akers, 1985; Akers, 1998; Akers et al, 1979; Burgess
& Akers, 1966), it is expected that (H,) individuals with differential association, belief and
differential reinforcement supportive of piracy will be more likely to engage in piracy.
More specifically, Sutherland and Cressey (1960) predict that primary groups, including
family and peers, generate more powerful messages than do secondary groups, such as
government officials. Thus, it is expected that differential association, which primarily
involves family and peers, will have a greater impact than would difterential
reinforcement, which involves societal forces.

Second, Sutherland and Cressey (1960) postulate that the differential association process
includes the transmission of definitions, motives, and abilities. Therefore, it is expected
that (H2) the eftects of differential association will partially be mediated through belief and
technical ability. Third, primary groups may have influence over an individual’s
perceptions of rewards and punishments through the differential association process.
Essentially, pirating friends may downplay the likelihood of getting caught and, therefore,
(H3) differential association favorable to piracy will decrease perceptions of punishment.

Methodology

Data Collection and Sample
Data used in this research were collected through student surveys from two mid-
Atlantic higher-education institutions, one of which is a small, private, liberal-arts College
and the other a moderately sized, public university. Prior research has postulated that
perceptions of punishment and belief can best be ascertained through vignettes describing
the criminal act being studied (Klepper & Nagin, 1989; Bachman, Paternoster, & Ward,
1992; Shore, et al., 2001; Higgins & Makin, 2004a). Therefore, participants were
presented with several vignettes each describing an individual committing a specific act of
piracy. These vignettes were intentionally kept brief to minimize the introduction of
mitigating circumstances in the hopes that the participant would respond to the crime, not
specific events surrounding the particular scenario. Questions following each vignette
addressed the morality of the act, likelithood of punishment, severity of punishment,
similarity to peer behavior, technical ability to engage in the act, and parental approval of
the behavior (see Appendix). To minimize confusion between piracy and legal
downloading, participants were explicitly told prior to responding that the scenarios and
questions in the questionnaire are not instances of legal downloading (e.g., iTunes,
shareware, demos, etc.). Participants were reminded of this on the questionnaire itself as
well.
The sample for this study was a non-random sample of undergraduate college students
enrolled in various classes during the spring 2006 semester. Thirteen classes were selected
for the sample primarily based on their large enrollment figures, but also for diverse topics
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and varying levels. From the 594 students asked to participate, seven students opted to not
participate, resulting in a total response rate of about 98%.

The demographics of the sample are displayed in Table 1. Also displayed are the
institution demographics from the larger public university. Unfortunately, enrollment
statistics from the private college were unavailable. The gender, race, and class year
demographics are roughly representative of the institutions from which the sample was
drawn. The participants’ majors, however, were over representative of the social sciences
and under representative of the computer sciences, despite the fact that three introductory
computer sciences classes were included in the sample.

Table 1: Sample Demographics

Variables Percent (N)  Population Percent
Gender
Male 44.3 (260) 42.2
Female 55.7 (327) 57.8
Race/Ethnicity
White 86.7 (509) 83.1
Black 5.3 (31) 5.3
Hispanic 4.1 (24) 4.4
Asian 2.2 (13) 3.8
Other/Mixed 1.7 (10) 33
Class Year
Freshman 30.7 (180) 28.8
Sophomore 28.1 (165) 25.1
Junior 19.9 (117) 23.0
Senior 21.1 (124) 23.2
Other 0.2 (1)
Major
Business-related 12.4 (73)
Computer Sciences 0.9 (5)
Criminal Justice 27.4 (161)
Natural Sciences 8.0 (47)
Psychology 8.7 (51)
Sociology 5.8 (34)
Other Social Science 9.4 (55)
Other 26.6 (156)
Variables

The dependent variables for this study were measured using objective questions about
the monthly average of piracy violations for three types of piracy: music, software, and
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movie. The available responses were ordinal, ranged from one to four and varied in
description for each type of piracy. For music piracy, responses included: (1) Never, (2) 1-
5 songs per month, (3) 6-15 songs per month, or (4) more than 15 songs per month.
Movie piracy responses were: (1) Never, (2) 1-3 movies per month, (3) 4-6 movies per
month, or (4) More than 7 movies per month. Finally, the software piracy questions
contained the following categories: (1) Never, (2) 1-3 programs per year, (3) 4-6 programs
per year, or (4) More than 7 programs per year.

The analysis will include six independent variables, each with three variations for each
type of piracy in the vignette. The first independent variable, peer involvement, was
measured similarly to previous studies (Skinner & Fream, 1997) by asking how many of
the respondent’s friends would do the described act (e.g., download music without paying
for it). The possible responses were (1) none, (2) few, (3) about half, or (4) most or all.
The second independent variable, parental approval, was measured with a Likert-like scale
in response to asking if the respondent’s parents would approve if they did the described
act. The responses ranged from (1) strongly disapprove to (4) strongly approve. These first
two measures comprise the differential association concept. Though a scale could
theoretically be complied from the two measures, the reliability of such a scale would be
unacceptably low (<.50) and comparing peer and parent variables’ independent eftects will
yield more interesting results.

Two variables were derived from concepts associated with differential reinforcement.
Reinforcement certainty was measured by asking how likely it was that the described act
would result in individual being “caught and punished.” Responses ranged from (1)
extremely unlikely to (4) extremely likely. Reinforcement severity, on the other hand,
asked what the punishment would be if the fictional individual in the vignette were
“caught.” Responses included: nothing, small fine, loss of Internet access, heavy
fines/lawsuit, or jail/prison. These responses were later dichotomized to mild (0) for
responses of nothing, small fine, or loss of Internet access and severe (1) for heavy
fines/lawsuit or jail/prison.’

The measure for technical ability is a straightforward question about the respondent’s
ability (yes or no) to do the described act. The belief variable was measured using a
question similar to Higgins’s (2005) morality measure; “How morally wrong is this
behavior?” with responses of (1) not wrong, (2) slightly wrong, (3) moderately wrong, and
(4) very wrong. The descriptive statistics for the main independent and dependent
variables are displayed in Table 2. The correlation matrices for each of the three types of
piracy indicate that none of the correlation coefficients for the seven variables used in the
analyses exceed .52, so collinearity is not expected to be problematic.” Additionally, the
variance inflation factors (VIFs) and tolerances also indicated no multicollinearity issues.

2 Multiple methods of coding the severity variable were attempted, including using it as an ordinal variable as
originally collected. Severity’s effect in the models remained similar regardless of the coding method. The
dichotomous version was chosen because it seemed most consistent with general deterrence theory, which
indicates that severity’s effect should not increase once the severity becomes more severe than the crime, and
because “nothing,” “small fine” and “loss of Internet access” all appear to be considered insignificant
punishments based on prior research of piracy (e.g., Cooper & Hatrison, 2001).

3 Correlation matrices ate not shown, but are available from the author upon request
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Table 2: Descriptive Statistics

Variable Mean SD Min Max

Peer Involvement (Music)  3.65 .640 1.00 4.00
(Software) 2.69 961 1.00 4.00

(Movie)  2.80 2900 1.00 4.00

Parental Approval 2.54 699 1.00 4.00
2.38 749 1.00 4.00

2.36 740 1.00 4.00

R einforcement Certainty 1.90 633 1.00 4.00
2.10 706 1.00 4.00

2.11 697 1.00 4.00

Reinforcement Severity 0.57 496 0.00 1.00
0.64 481 0.00 1.00

0.66 475 0.00 1.00

Belief 2.01 775 1.00 4.00
2.26 .829 1.00 4.00

2.19 787 1.00 4.00

Technical Ability 0.94 234 0.00 1.00
0.73 444 0.00 1.00

0.81 391 0.00 1.00

Piracy Involvement 2.46 1.174 1.00 4.00
1.41 .686 1.00 4.00

1.22 584 1.00 4.00

Analysis

Several of the hypotheses in the present study address mediating eftects within the
causal model. Though several techniques allow for the testing of such effects, path analyses
as a part of structural equation modeling (SEM) are most appropriate in this instance. This
will allow the direct, indirect, and total effects of exogenous and intervening variables to
be analyzed and discussed. The initial model for the analysis is presented in Figure 1.
Maximum Likelithood (ML) is typically used for such analyses. This analysis, however, will
use Weighted Least Squares Mean and Variance Adjusted (WLSMV) to account for the
ordinal nature of the dependent variables. The significance of a chi-square statistic has
often been used to determine the strength of the model overall, yet this statistic is often
problematic when using large samples. Therefore, this analysis will also consult the
comparative fit index (CFI) and root mean square error of approximation (RMSEA) to
determine the overall fit of the model. The analysis will be performed separately for each
type of Internet piracy included in this study and subsequent results will be compared for
any noteworthy differences.’

4 Each of the variables was measured with three observations, which is the minimum number of observations
required for forming a latent construct and using true SEM. A bivariate analysis of the data, however, indicates
that the different types of piracy measured in this study do not correlation sufficiently for such an analysis. The
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Figure 1: Theoretical Model
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Results

The results of the path analyses, including the direct, indirect and total effects on the
dependent variables, are presented in Table 3. The results for all direct paths in the analysis
are displayed in figures 2, 3, and 4. Looking first at the direct effects on digital piracy,
measures of differential association from primary groups were powerful predictors of
digital piracy of all types (standardized effects ranging from .11 to .23). Similarly, technical
ability also displayed strong influence over the three forms of digital piracy (.20 to .33).
Interestingly, the effect of belief appears to change depending on the specific type of
piracy. For music piracy, belief has a substantively strong relationship (-.24) with piracy
that rivals that of diftferential association measures (.19 and .11). With regard to software
piracy, technical ability is no longer as influential (-.11) as difterential association (.23 and
.14), but still statistically significant. Conversely, belief has no significant impact on movie
piracy. This is especially surprising considering that downloading movies requires more
expertise than downloading music. The differential reinforcement variables, on the other
hand, hold the weakest impact on piracy with no significant influence over the crime
when controlling for the other social learning variables. Therefore, the hypothesis that
social learning variables (differential association, technical ability, belief and differential
reinforcement) have a direct effect on digital piracy is supported. Difterential

reinforcement itself, however, is not empirically supported as a predictor of digital piracy.
Table 3: Standardized Regression Coefficients for Final Path Analvsis Models

Music Piracy Software Piracy Movie Piracy

Direct, Indirect. Total Direct, Indirect, Total Direct, Indirect. Total
Peer Involvement 19 10*  30* 23% 5% SB* 21* 09* 30*
Parental Approval 11* 08*  (19* 14 10 24% 23% 01 5%
Reinforcement Severity .07 -02% 04 05 -02 03 05 -01 04
Reinforcement Certainty .01 -06% -03 -10  -11% -21% .05 -04% 01
Belief -24F -24* -11% — - 11* -07 - -07
Technical Ability 200 — 20% 33 — 33% 33 — 33%
R2 242 413 312
y2df 1.252 1212 1302
CFI 995 997 995
RMSEA 021 .019 023

Cronbach’s Alpha for such a construct would be a mere .59. Therefore, forming a latent construct for a single
SEM model would be unwarranted.
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Figure 2: Final Model for Music Piracy
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Figure 3: Final Model for Software Piracy
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Figure 4: Final Model for Movie Piracy
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The second hypothesis is that the eftects of difterential association are partially mediated
through belief and technical abilities. Supporting this assertion, the indirect effects of
differential association variables are found to be moderately strong. For music and software
piracy, the indirect effects of parental approval (.08 and .10) rivalled that of the direct
effects (.11 and .14) and were statistically significant. Similarly, peer involvement’s indirect
effects on music, software and movie piracy (.10, .15 and .09) also significantly contributed
to the total effect of peer involvement on the three forms of piracy. Of the eftects of
differential association on digital piracy, only the indirect effect of parental approval on
movie piracy was insignificant. Therefore, it seems that these indirect eftects are powerful
enough to lend some credibility to the notion that differential association’s effect is
mediated through belief and ability.

The third hypothesis of this study is that differential association favourable to piracy will
decrease perceptions of punishment. The results indicate that parental approval has
significant direct effects on perceptions of reinforcement certainty (-.22 to -.32), as does
peer involvement (-.11 to -.24). Interestingly, the effects of peer involvement and parental
support on reinforcement severity are relatively weak and non-significant. Though this
evidence gives support to this hypothesis in general, it is clear that such a relationship
gravitates toward punishment certainty rather than severity.

Overall, the models explain 24.2% of the variation in movie piracy, 41.3% of software
piracy, and 31.2% of movie piracy. Despite the large sample size, the chi-square statistics,
ranging from 1.21 to 1.30, are all too low to reject the null hypothesis that the data fit the
models perfectly. Similarly, the CFI statistics (.995 to .997) are well above the required
.95, indicating a significant improvement over a baseline comparison. The RMSEA
statistics (.019 to .023) are also well within acceptable values.’

5 As is common with many SEM-based models, minor modifications to the theoretically derived model were
made to improve its fit. The paths from reinforcement certainty to technical ability were freed as recommended
by the modification indices. While not initially predicted in this study’s model, such a relationship is consistent
with literature on piracy and the theory used. Depending on the direction of the relationship, an individual
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Discussion and Conclusion

This study investigated the empirical validity of differential association and deterrence
as applied to multiple forms of digital piracy. As predicted by social learning theory (Akers,
1985; Akers, 1998; Akers et al, 1979; Burgess & Akers, 1966), differential association
predicted digital piracy in that college students with peers engaging in piracy and parents
supportive of piracy were more likely to engage in piracy themselves. This finding is
consistent with several prior studies have noted a strong relationship between peers and
piracy (e.g., Higgins & Makin, 2004a; Higgins & Wailson, 2006; Limayem, Khalifa, &
Chin, 1999; Skinner & Fream, 1997). However, this study has shown such an effect is not
limited solely to peers and extends to parents as well. Furthermore, differential association
theory (Sutherland & Cressey, 1960) also predicts the effects to be mediated through
motives, beliefs, and ability. Though motives were beyond the scope of this study,
significant indirect effects were observed through belief and ability. Additionally, it was
hypothesized that perceptions of punishment would be influenced by difterential
association with pirating peers and parents supportive of piracy. The empirical evidence
examined here is supportive of this postulation.

Conversely, the effects of differential reinforcement were statistically and substantively
weak. The effects of perceptions of severity and certainty of punishment only rarely were
statistically significant and were consistently weak; a finding consistent with prior studies
of deterrence and differential reinforcement (Higgins, Wilson, & Fell, 2005; Skinner &
Fream, 1997). These mixed results are obviously not enough to conclude there is an eftect
by reinforcement, but they are also not weak enough to definitively reject the notion that
reinforcement may have some eftect. With the simplicity of the measurement and analysis
of this study, it is entirely possible that the poor relationships are the result of
oversimplification in operationalizing severity and certainty.

Another noteworthy finding is the discrepancy between types of piracy. While the
overall conclusion that differential association is a strong predictor of piracy and differential
reinforcement variables are weak or non-predictors remains the same for all three types of
piracy in this study, several differences were observed. Thus, different forms of piracy
likely have similar causes and correlates. However, it would be erroneous to assume that
such findings are identical without empirical verification.

The largest policy implication that can be derived from this study is the importance of
social learning and belief. Obviously, the social learning process cannot be stopped
altogether, but what is being learned can be altered if the environment changes.
Attempting to sway the moral beliefs of college student to anti-piracy stances could result
in exponentially growing anti-piracy beliefs. The effectiveness of programs designed to
sway opinions is not guaranteed, but the data at least show that pro-social beliefs may
prevent piracy.

Conversely, the deterrence factor so often discussed by government officials and the
victimized industries did not receive much support. This is not necessarily a definitive
conclusion though. The number of individuals who reported punishment being unlikely

might not seek the ability to commit a crime he or she considers not worthy of the risk involved or an
individual with the technical ability to pirate may have an increased awareness of the anonymity involved and
therefore knows detection is unlikely. The direction for the path in this model was arbitrary, but could
theoretically flow in either direction or reciprocally.
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or extremely unlikely was consistently higher than the number of people engaged in the
activity. If everyone believes punishment is unlikely, then the variance must be explained
by other concepts. This data cannot predict what would happen should punishment
become more certain. Rather, the data show that perceptions are presently so far removed
from certain that a deterrent effect is not present even among most non-pirating students.
In other words, deterrence theory cannot find empirical support, even if it is applicable to
piracy, if the vast majority of respondents have correctly assessed the certainty and severity
of punishment is be minuscule. Therefore, the policy implication for deterrence is that if a
deterrence effect is possible, it will take a radical change in tactics to become powerful
enough to actually deter.

There are several limitations to this study that must also be addressed. First, peer
activity and parental support were measured using data reported by only the respondent.
Given the number of cases involved and anonymity guaranteed, it was unfeasible to
contact parents and peers to confirm the validity of the reported support and activity.
While it is unlikely participants intentionally lied in their responses, it is entirely possible
that their responses were inaccurate perceptions of parental support and peer activity. For
parental support, students may be unaware of their parents’ stance on what is typically
considered to be a minor crime. Thus, they may have selected (guessed) an answer
representative of their own philosophy. The same concern exists for peer activity, but at
least here it would appear that popular answers for peer activity coincide with popular
answers for self-involvement in piracy activities.

Second, the data used in this study were cross-sectional. Therefore, the results here
cannot truly claim to explain causality without establishing time-order. While it seems
unlikely one would select peers based on a relatively minor and typically considered
secretive part of one’s life, this data do not disprove such a notion. Time-order would be a
greater concern had punishment certainty and severity been significant predictors of
piracy, as experimenting with piracy could increase awareness of the anonymity involved
and become a reciprocal relationship. Finally, the items used to measure the variables were
quite simplistic. Because a one-item measure is rarely as valid or reliable as a multiple-item
measure, it may be more accurate to use scales or indices for more abstract concepts, such
as belief.

Future research should attempt to overcome these limitations. In additional to using
longitudinal data, assessing the validity of peer/parent measures, and importing more
complex constructs, the theory should be expanded to go beyond the limited model used
in this study. Modern and complete versions of social learning theory would be especially
interesting to apply to Internet piracy and the learning process. Furthermore, research
must distinguish between differing types of piracy. What may be true and well established
for peers copying software may very well be undocumented and different for illegal,
anonymous music downloads. Additionally, while P2P programs appear to be becoming a
permanent part of technology, the Internet is ever changing and must be studied as such.
The high number of individuals reporting having high-speed access and the technical
ability to download music illegally are evidence of how theory can be impacted through
technological evolution in even a relatively short period of time.

References

Akers, R. L. (1985). Deviant behavior: A social learning approach. Belmont, CA: Wadsworth.

66

© 2008 International Journal of Criminal Justice Sciences. All rights reserved. Under a creative Attributi ial-Sh Alike 2.5 India License



International Journal of Criminal Justice Sciences ! i
Vol 3 Issue 1 January - June 2008 ldEdS

Akers, R. L. (1998). Social learning and social structure: A general theory of crime and deviance.
Boston: Northeastern University.

Akers, R. L., Krohn, M. D., Lanza-Kaduce, L. & Radosevich, M. (1979). Social learning
and deviant behavior: A specific test of a general theory. American Sociological Review,
44, 636-655.

Bachman, R., Paternoster, R., & Ward, S. (1992). The rationality of sexual oftending:
Testing deterrence/rational choice conception of sexual assault. Law & Society Review,
26, 343-372.

Beccaria, C. (1985). Essay on crimes and punishments (H. Paolucci, Trans.). New York:
Macmillan. (Original work published 1764)

Burgess, R. L., & Akers, R. L. (1966). A differential association-reinforcement theory of
criminal behavior. Social Problems, 14, 128-147.

Business Software Alliance. (2006, May). Third Annual BSA and IDC Global Software Piracy
Study. Retrieved February 11, 2007, from: http://www.bsa.org/globalstudy/upload/

2005%20Piracy%20Study%20-%200fticial%20Version.pdf

Cooper, J., & Harrison, D. M. (2001). The social organization of audio piracy on the
Internet. Media, Culture & Society, 23, 71-89.

Cornish, D., & Clarke, R. V. (1986). The reasoning criminal: Rational choice perspectives on
offending. New York: Springer-Verlag.

Higgins, G. E. (2005). Can low self-control help with the understanding of the software
piracy problem? Deviant Behavior, 26, 1-24.

Higgins, G. E., & Makin, D. A. (2004a). Does social learning theory condition the effects
of low self-control on college students’ software piracy? Journal of Economic Crime
Management, 2, 1-22.

Higgins, G. E., & Makin, D. A. (2004b). Self-control, deviant peer association, and
software piracy. Psychological Reports, 95, 921-931.

Higgins, G. E., & Wilson, A. L. (2006). Low self-control, moral beliefs, and social
learning theory. Security Journal, 19, 75-92.

Higgins, G. E., Wilson, A. L., & Fell, B. D. (2005). An application of deterrence theory
to software piracy. Journal of Criminal Justice and Popular Culture, 12, 166-184.

House of Representatives. (2004a). Piracy deterrence and education act of 2004 (Report 108-
700). Washington, DC: U.S. Government Printing Office.

House of Representatives. (2004b). Peer to peer piracy on university campuses: An update
(Serial No. 112). Washington, DC: U.S. Government Printing Office.

IDC. (2005, December) Expanding the frontiers of our digital future: Reducing software piracy to
accelerate global I'T benefits. Retrieved on February 11, 2007, from
http://www.bsa.org/idcstudy/pdfs/ White_Paper.pdf

International Federation of the Phonographic Industry. (2005). The recording industry 2005
commercial piracy report. Retrieved on November 9, 2005, from
http://www.ifpi.org/site-content/library/piracy2005.pdf

Klepper, S., & Nagin, D. (1989). Tax compliance and perceptions of the risks of detection
and criminal prosecution. Law & Society Review, 23, 209-240.

Limayem, M., Khalifa, M., & Chin, W. W. (1999). Factors motivating software piracy: A
longitudinal study. International conference on information systems: Proceeding of the 20th
international conference on Information Systems, 124-131.

Sherizan, S. (1995). Can computer crime be deterred? Security Journal, 6, 177-181.

67

© 2008 International Journal of Criminal Justice Sciences. All rights reserved. Under a creative Attribution-N ial-Share Alike 2.5 India License



Whitney D. Gunter — Piracy On The High Speeds

Shore, B., Venkatachalam, A. R., Solorzano, E., Burn, J. M., Hassan, S. Z., & Janczewski,
L. J. (2001). Shoplifting and piracy: Behavior across cultures. Technology in Society, 23,
563-581.

Skinner, W. F., & Fream, A. M. (1997). A social learning theory analysis of computer
crime among college students. Journal of Research in Crime and Delinquency, 34, 495-
518.

Sutherland, E. H., & Cressey, D. R. (1960). Principles of criminology (6th ed.). Philadelphia:
Lippincott.

68

© 2008 International Journal of Criminal Justice Sciences. All rights reserved. Under a creative Attributi ial-Sh Alike 2.5 India License




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


